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Agenda
• Problem Statement
• Solution – SPDM

– DMTF
– UEFI
– TCG

• EDKII - Device Security POC
• Surface Experience
• Demo
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Problem Statement
• During System Boot:

– How I know the attached devices on the platform are trusted?

• After System Boot:
– How I know the system booted with the known good devices?
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How to extend the trust from the platform to the devices?

UEFI Device



Solution
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Specification – SPDM
• Security Protocol and Data Model – from DMTF

– SPDM 1.0 (2019): device authentication and measurement collection.
– SPDM 1.1 (2020): secure session, mutual authentication.
– SPDM 1.2 (2021): alias certificate, certificate provisioning, message chunking.
– SPDM 1.3 (2023): event notification, measurement extension log, multiple key.
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Source: https://www.dmtf.org/
sites/default/files/SPDM_1.3_

and_Beyond_2023-08.pdf



SPDM Attestation and 
Authentication
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Device Identification

Device Authentication

Device Measurement 
Collection

Connection Creation

Source: SPDM specification

UEFI Device



Specification – UEFI
• UEFI 2.10 adds Device Authentication.

– L"devdb": device security database -> device trust anchor
– L"devAuthBoot": enable/disable device authentication.
– UEFI may

• Get device certificate and challenge the device.
• Check if the device cert is endorsed by the device trust anchor.
• Ignore/Disable the device in case of failure.
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"devdb"
======

dev A root cert
dev B root cert
dev C root cert

GET_CERTIFICATE

CERTIFICATE

CHALLENGE

CHALLENGE_AUTH



Specification – TCG PC Client PFP
• PC Client PFP 1.06 (draft) adds device measurement

– SPDM Device Measurement => TPM PCR + EventLog (class data)
– SPDM Device Certificate => TPM NvIndex + EventLog (instance data)
– SPDM Device Auth Nonce => TPM NvIndex + EventLog (dynamic data)
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GET_CERTIFICATE

CERTIFICATE

GET_MEASUREMENT

MEASUREMENT

Reference
========

dev meas[1]: AAA (ROM)
dev meas[2]: BBB (Firmware)
dev meas[3]: CCC (HwConfig)
dev meas[4]: DDD (FwConfig)

TPM Event Log
(Cert + Meas)

TPM2_Quote(PCR)
TPM2_NV_Certify(NvIndex)



Implementation POC
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SpdmSecurityModule (Wrapper)

EDKII – Device Security POC

• EDKII Staging – DeviceSecurity Branch
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SpdmSecurityLib (SecurityPkg)

libspdm (DMTF)

DEVICE_SECURITY_
POLICY_PROTOCOL

platform Authentication Measurement

HashLib (SecurityPkg)

TpmMeasurementLib 
(SecurityPkg)

TPM
PCR

TPM
NvIndex

Extend
Measurement

Extend
Certificate

GetDevicePolicy()
NotifyDeviceState()

Target 
Device

"devdb"

Provision
(once)

SPDM Protocol



Use Case
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Microsoft Surface Example
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Microsoft
Certificate

Device Health
Attestation (DHA) Service in 

Microsoft Azure Attestation (MAA)

Authentication
and

Measurement

Factory Onboarding

SPDM Measurement

TPM /
Event Log 

Requester

UEFI FW

Responder

SSD

Device Health Attestation (DHA)
Enabled Surface Device

SPDM

DHA
Configuration

Service
Provider

(DHA_CSP)

DHA
Configuration

Service

DHA-
BootData

DHA-
EncBlob

Enterprise
Managed Assets

Mobile
Device

Management
(MDM)
Server

(1)

(2)

(3)

(4)

(5)

Device Health Verification Request (6)

Device Health Data
(DHA-EncBlob + DHA-SignedBlob)

(7)

Device Health Data (8)

Device Health 
Report

(After Review)

(9)
SSD health items 

now included in the 
Device Health 

Report

End-to-end flow called a HealthAttestation session
(MAA-Session).

*

* Auth failure could result in other actions 
depending on policy.



Demo
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Thanks for attending the UEFI Fall 2023 
Developers Conference & Plugfest

For more information on UEFI Forum and UEFI 
Specifications, visit http://www.uefi.org
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