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Firmware Challenges In The 

Data Center
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Bare Metal

Provisioning

Firmware 

Updates

Firmware

Configuration

ÅPre-Boot networking

ÅIPv4, IPv6 TCP/UDP

ÅPXE, iSCSI, HTTP, 

FTP

ÅFirmware 

Management Protocol

ÅCapsule updates

ÅHuman Interface Infrastructure (HII)

ÅPlatform-To-Driver Configuration (CLP)

ÅREST Protocol

ÅBoot device selection

ÅBoot order control

ÅOS install & recovery

ÅUEFI Shell 

ÅScripting language

Automation

ÅNew hardware abstraction with 

UEFI protocols

ÅUEFI driver model

ÅUEFI device pathScalability

Deployment



The UEFI Solution
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ÅStandards (UEFI Forum)

ÅCompliance: Self Certification Test (SCT), Linux* UEFI Validation (LUV)

ÅOpen source code (EDK2 - http://tianocore.org)

ÅUbiquitous vendor support (OEMs, ISVs, IHVs, OSVs)

Security

Eco-system

Å Secure Boot and driver signing

Å Security technologies (OpenSSLÈ, RNG, etcé)

Å Encrypted disks and key management

Å Interoperability with TCG standards

UEFI offers solutions to todayôs data center firmware challenges

http://tianocore.org/


Data Center Manageability 

Interface Requirements

ÅUse security best practices

ÅSupport modern architectures
ï Describe modern architectures (multi-node servers)

ï UEFI-aware (boot order selection, Secure Boot)

ÅScaling 
ï Scale-out servers usage model drastically different 

from traditional/enterprise servers

ï Management complexities grow exponentially

ÅInteroperability for ñOEM 

extensionsò
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Todayôs Data Center Manageability Interfaces do not meet all of these needs
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PXE Boot Challenges

Å Preboot eXecution Environment

Å Security Issues

ï Only physical. No encryption or 
authentication.

ï Rouge DHCP servers, man-in-the-middle 
attacks

Å Scaling issues

ï Circa 1998

ï TFTP timeouts / UDP packet loss

ï Download time = deployment time = $$$

ï Aggravated in density-optimized data 
centers

Å OEMs and users workarounds

ï Chain-load 3rd party boot loaders (iPXE, 
mini-OS)
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PXE is not keeping up with modern data center requirements



iPXE (http://ipxe.org)

Before UEFI 2.5

ÅOpen-source PXE client and bootloader

ïRequired chain loading (PXE boot to iPXE then run iPXE to 

HTTP download)

ÅAdds support of HTTP Boot:

ï Used to only work with traditional BIOS, users have to choose between 

HTTP Boot and UEFI Secure Boot

ï Used to only provides low-level SNP interface (no HTTP Boot) in UEFI

ïRecently ñthe iPXEUEFI vision has mostly been implementedò

ï Not part of the UEFI standard

Å iPXE UEFI vision
ï ñProvide the same advanced features within the UEFI environment as are currently 

provided within the Traditional BIOS environmentò - http://ipxe.org/efi/vision
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Why not solve the PXE boot challenges natively in a standard way in UEFI?



Network Stack In UEFI v2.4
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Network Stack In UEFI v2.5

ÅBuilds on top of UEFI 2.4

ÅDNS (IPv4 / IPv6)

ÅHTTP (IPv4 / IPv6)

ÅTLS (for HTTPs)

ÅHTTP Boot Wire Protocol

ÅBluetooth® technology

ÅWi-Fi*
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UEFI Native HTTP Boot
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HTTP Boot Wire Protocol
ÅBoot from a URL

ÅTarget can be: 

1. EFI Network Boot Program (NBP) 

2. Shrink-wrapped ISO image

ÅURL pre-configured or auto-discovered (DHCP)

Addresses PXE issues
ÅHTTPs addresses security

ÅTCP reliability

ÅHTTP load balancing



HTTP Boot DHCP Discovery

ÅHTTP Boot DHCP 
Discovery

ïNew HTTP Boot ñArchitectural 
Typesò to distinguish from 
PXE

ïClient sends DHCP Discover 
request

ïDHCP Server responds with 
offer that includes the boot file 
URL

ïClients resolves URL server 
name from DNS

ïClient downloads boot image 
from HTTP server using 
HTTP(s)
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RAM Disk Standard

ÅUEFI 2.5 defined RAM Disk device path nodes

- Standard access to a RAM Disk in UEFI

- Supports Virtual Disk and Virtual CD (ISO image) in persistent or 

volatile memory

ÅACPI 6.0 NVDIMM Firmware Interface Table (NFIT)

- Describe the RAM Disks to the OS

- Runtime access of the ISO boot image in memory
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HTTP Boot is the emerging solution for modern data centers.



iPXE After UEFI 2.5

ÅOpen-source HTTP client and bootloader

ïStill requires chain loading (HTTP boot to iPXE then 

run iPXE to HTTP download)

ÅApplication note on using UEFI HTTP Boot to 

chain load into iPXE (courtesy of Michael 

Brown)

ïhttp://ipxe.org/appnote/uefihttp
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Options to address the PXE challenges: 

Native UEFI HTTP Boot , iPXE using UEFI HTTP

http://ipxe.org/appnote/uefihttp
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