
presented by

Tackling Security Through the Supply Chain

UEFI 2022 Virtual Summit
May 17, 2022

Presented by Alex Matrosov, CEO, Binarly 
and Tim Lewis, CTO, Insyde Software

www.uefi.org 1



Meet the Presenters

www.uefi.org 2

Alex Matrosov
CEO, Binarly

Tim Lewis
CTO, Insyde Software
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• Firmware Supply Chain and Firmware 
Security

• Case Studies In Supply Chain Failures
• Bridging The Gaps In The Supply Chain
• Next Steps
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Overview
“Firmware presents a large and ever-expanding 
attack surface, as the population of electronic 
devices grows. Securing the firmware layer is 
often overlooked, but it is a single point of 
failure in devices and is one of the stealthiest 
methods in which an attacker can compromise 
devices at scale. Over the past few years, 
hackers have increasingly targeted firmware to 
launch devastating attacks.” 

– U.S. Dept. of Commerce and Homeland Security, 24 Feb 2022
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Firmware Security Supply Chain 
How Does Security Get To The End-User Today?
• How does each stage 

know that what they 
have received has not 
been tampered with?

• How does each stage 
know if a security 
disclosure applies to 
what they have 
received?
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Firmware Security Supply Chain 
The Critical Role of ODMs and OEMs
• ODMs/OEMs create 

production firmware 
binaries and 
distribute them.

• Last stage to see 
firmware ingredients.
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Firmware Security Supply Chain 
How Does Security Get To The End-User Today?
• Production firmware 

consists of many 
ingredient providers 
through several stages.

• Firmware ingredients 
are received from the 
previous stage, possibly 
modified and combined, 
and then passed to the 
next stage.
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Firmware Security Supply Chain 
The Critical Role of IT and End Users
• IT/End User responsible 

for updating firmware.

• End users are the least 
likely to read published 
reports and have the 
least visibility into 
firmware ingredients.
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Supply Chain Complexity is Growing
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Binarly Vulnerability Disclosures Statistics

Vulnerability Category Count Average Impact

SMM Privilege Escalation 15 CVSS: 8.2

SMM Memory Corruption 22 CVSS: 8.2

DXE Memory Corruption 5 CVSS: 7.7

10
* Based on Binarly disclosures: https://www.binarly.io/advisories

https://www.binarly.io/advisories


11
* Intel Project Circuit Breaker: https://www.projectcircuitbreaker.com/

https://www.projectcircuitbreaker.com/


Where Firmware Supply Chain Has Failed
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Vulnerability Category

Intel BSSA DFT Silicon Vendor Reference Code

AMD CVE-2021-39298 Silicon Vendor Reference Code

Insyde IdeBusDxe IBV Reference Code

AMI UsbRt IBV Reference Code

HP CVE-2022-23932 ODM/OEM Firmware Code

Dell CVE-2022-24419 ODM/OEM Firmware Code

Lenovo CVE-2021-3971 ODM/OEM Firmware Code

* Based on Binarly disclosures: https://www.binarly.io/advisories

https://www.binarly.io/advisories


Intel BSSA DFT (INTEL-SA-00525) 

13https://www.binarly.io/posts/Attacking_(pre)EFI_Ecosystem
https://www.binarly.io/posts/Detecting_Firmware_vulnerabilities_at_scale_Intel_BSSA_DFT_case_study

https://www.binarly.io/posts/Attacking_(pre)EFI_Ecosystem
https://www.binarly.io/posts/Detecting_Firmware_vulnerabilities_at_scale_Intel_BSSA_DFT_case_study


IdeBusDxe (VU#796611)

14* Based on Binarly disclosures: https://www.binarly.io/advisories

https://www.binarly.io/advisories


UsbRt - Intel & Binarly Disclosures

15* Based on Binarly disclosures: https://www.binarly.io/advisories

2016
INTEL-SA-00057

2020
INTEL-SA-00439
CVE-2020-0572

2017
INTEL-SA-00084
CVE-2017-5721

2020
INTEL-SA-00367
CVE-2020-12301

2021
ASUS
CVE-2021-26943

2022
BRLY-2022-004
CVE-2022-24419

2022
BRLY-2022-043
CVE-2022-24420

2022
BRLY-2022-045
CVE-2022-24421

https://www.binarly.io/advisories


AgesaSmmSaveMemoryConfig

16https://www.binarly.io/advisories/BRLY-2021-004

https://www.binarly.io/advisories/BRLY-2021-004


Static Code Analysis Tools Limitations

17https://www.binarly.io/advisories/BRLY-2021-040

https://www.binarly.io/advisories/BRLY-2021-040


Dependency Graph Limitations 

18

TrustedDeviceSetupApp - 658D56F0-4364-4721-B70E-732DDC8A2771
BRLY-2021-044 - not exploitable on Intel M15

• Call-out vulnerability in SMI handler registered in UEFI Application
• Code removed from EDKII in 2018
• The pattern discovered in 2022 firmware, linked from another library in SecurityPkg by 

mistake



Compilers-Generated Artifacts

19

SmmIsBufferOutsideSmmValid() - SMM input pointer validation routine
1 - normal version
2 - compiler-optimized version (hardcoded size)
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Firmware Security Supply Chain 
Bridging Supply Chain Gaps Securely
• What firmware ingredients 

does each product have?

• Which firmware 
ingredients have a known 
vulnerability?

• Have firmware ingredients 
been tampered with?

• Do users know to update 
their product? www.uefi.org 20



What Firmware Security Tools 
Do We Have?
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Firmware Security Tools We Have
SPDX SBOMs
• SPDX SBOMs focus on transmission of 

source ingredients before creating the 
production firmware binaries. 

• SPDX SBOMs help OEMs/ODMs to:
– Track the origin and licenses of ingredient 

source code and binaries.
– Identify whether ingredients have been 

modified from stage to stage.
– Know if products contain ingredients with 

reported known vulnerabilities.

• Support:
– Tianocore tags all files with “SPDX-License-

Identifier” to help automation.
– Tools readily available: 

https://github.com/spdx/tools-python www.uefi.org 22

PackageName: FatPkg
SPDXID: SPDXRef-Package-FatPkg
PackageVersion: 1.0
PackageDownloadLocation: http://svn.insyde.com/
PackageSupplier: Organization: Insyde Software Corp. 
(https://www.insyde.com/)
PackageVerificationCode: df94ca698b3e3ffa862b3cd5ac3d9568dfda10cd
PackageLicenseDeclared: BSD-2-Clause
PackageLicenseConcluded: BSD-2-Clause
PackageLicenseInfoFromFiles: BSD-2-Clause
PackageCopyrightText: <text>Copyright (c) 2012 - 2022, Insyde Software 
Corp. All Rights Reserved.</text>

# File

FileName: \EDK2\FatPkg\EnhancedFatDxe\Data.c
SPDXID: SPDXRef-Data-src
FileType: SOURCE
FileChecksum: SHA1: d0cc1c226b572507bb3aafb5b4ef363fa0579404
LicenseConcluded: BSD-2-Clause
LicenseInfoInFile: BSD-2-Clause
FileCopyrightText: <text>Copyright (c) 2005 - 2013, Intel Corporation. 
All rights reserved.</text>

https://github.com/spdx/tools-python
http://svn.insyde.com/
https://www.insyde.com/


Firmware Security Tools We Have
SWID SBOMs
• SWID SBOMs focus on identity of production firmware binaries. 

• SWID SBOMs can help IT/End-Users to
– Inventory firmware on the platform (executables and blobs).
– Check for security disclosures reported to affect that firmware. 

• UEFI firmware can: 
– Retrieve attached firmware information using DMTF’s SPDM.
– Validate firmware measurements against golden values.
– Record measurements and identifiers in the TCG event log.

• See Traceable Firmware Bill of Materials Overview – UEFI 2021 Virtual 
Plugfest, python-uswid and LVFS.
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https://uefi.org/sites/default/files/resources/Traceable%20Firmware%20Bill%20of%20Materials%20-%2020211207%20-%20007.pdf
https://github.com/hughsie/python-uswid
https://lvfs.readthedocs.io/en/latest/claims.html


Firmware Security Tools We Have 
• Intel’s CHIPSEC (github.com/chipsec)

– Checks running configuration for vulnerable settings. 

• Binarly’s efiXplorer (github.com/binarly-io/efiXplorer)
– Help investigate vulnerabilities in BIOS binaries.

• Binarly’s FwHunt (github.com/binarly-io/FwHunt)
– Checks BIOS binaries for known-bad code patterns (code 

semantic-based approach).
www.uefi.org 24
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github.com/binarly-io/efiXplorer



github.com/binarly-io/FwHunt

26fwhunt@binarly.io
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github.com/binarly-io/FwHunt
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github.com/binarly-io/FwHunt
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github.com/binarly-io/FwHunt
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Next Steps
• For OEMs/ODMs, find the ingredients that make up 

your firmware.

• For IT/end-users, find out how to be notified of 
vulnerabilities in your firmware and its ingredients.

• At any stage of the supply chain, use tools to 
simplify vulnerability tracking on your platforms.

www.uefi.org 30
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Questions?



Thanks for attending the UEFI 2022 Virtual Summit

For more information on UEFI Forum and UEFI 
Specifications, visit https://www.uefi.org

presented by
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Reference – SBOMs, Tools, Gov’t
• Standards

– SPDX
– SWID

• Tools
– CHIPSEC
– FwHunt
– efiXplorer

• Government
– ASSESSMENT OF THE CRITICAL SUPPLY CHAINS SUPPORTING 

THE U.S. INFORMATION AND COMMUNICATIONS 
TECHNOLOGY INDUSTRY

www.uefi.org 33

https://spdx.github.io/spdx-spec/
https://csrc.nist.gov/projects/Software-Identification-SWID
https://github.com/chipsec/chipsec#:%7E:text=CHIPSEC%20is%20a%20framework%20for,OS%20X%20and%20UEFI%20shell.
https://github.com/binarly-io/FwHunt
https://github.com/binarly-io/efiXplorer
https://www.dhs.gov/publication/assessment-critical-supply-chains-supporting-us-ict-industry


Reference – Binary SBOMs
• Traceable Firmware Bill of Materials Overview – UEFI 2021 Virtual Plugfest
• General Supply Chain Guidelines

– ISO/IEC 28000:2007 - Specification for security management systems for the supply chain 
– NIST SP800-161 - Supply Chain Risk Management Practices for Federal Information 

Systems and Organizations 
– UK NCSC – Supply Chain Security Guideline 

• Standards / Guidelines 
– NIST SP800-155 (draft) – BIOS Integrity Measurement Guideline 
– TCG PC Client Platform Firmware Profile (PFP) 
– TCG PC Client Firmware Integrity Measurement (FIM)
– TCG PC Client Reference Integrity Manifest (RIM) 
– TCG Platform Certificate Profile 
– TCG DICE Attestation Architecture
– TCG DICE Layering Architecture
– TCG DICE Certificate Profile 
– IETF RATS Remote Attestation Architecture 
– IETF SACM Concise SWID 
– IETF RATS Concise RIM
– DMTF Secure Protocol and Data Model www.uefi.org 34

https://uefi.org/sites/default/files/resources/Traceable%20Firmware%20Bill%20of%20Materials%20-%2020211207%20-%20007.pdf
https://csrc.nist.gov/publications/detail/sp/800-161/final
https://www.ncsc.gov.uk/collection/supply-chain-security
https://csrc.nist.gov/publications/detail/sp/800-155/draft
https://trustedcomputinggroup.org/resource/pc-client-specific-platform-firmware-profile-specification/
https://trustedcomputinggroup.org/resource/tcg-pc-client-platform-firmware-integrity-measurement/
https://trustedcomputinggroup.org/resource/tcg-reference-integrity-manifest-rim-information-model/
https://trustedcomputinggroup.org/resource/tcg-platform-certificate-profile/
https://trustedcomputinggroup.org/resource/dice-attestation-architecture/
https://trustedcomputinggroup.org/resource/dice-layering-architecture/
https://trustedcomputinggroup.org/resource/dice-certificate-profiles/
https://datatracker.ietf.org/doc/draft-ietf-rats-architecture/
https://datatracker.ietf.org/doc/draft-ietf-sacm-coswid/
https://datatracker.ietf.org/doc/draft-birkholz-rats-corim/
https://www.dmtf.org/dsp/DSP0274
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